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networking career. This course Overview IthtZ:;zrence Section E: Introducing
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e Achieve industry Basics - routing - Static Routes

.. . - IP Naming Importance .
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¢ Provides a full library of Ethernet . netstat-r
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Mike Meyers is a dynamic lecturer | Connecting Hubs - Binary vs. Decimal . Autonomous System
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- Configuring Access Control
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- Common Firewall Features

- Linux IP Tools
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Session 4

Section A: Internet Applications Part |
- Identifying DHCP Port

- Identifying DNS Port

- SNMP

- Three Types of SNMP

- Cacti and SNMP

-HTTP and HTTPS

- Web Server Administration

- Telnet

- SSH

Section B: Internet Applications Part I
-FTP

- FTP Client

- Secure FTP

- TFTP

- E-mail and SMTP

- Network Time Protocol

- What to Know

Section C: Encryption

- Understanding Encryption
- Symmetric Encryption

- Asymmetric Keys

- Certificates/PKI

Section D: Authentication
- Authentication Standards
- Point-to-Point Protocol

- PAP and CHAP

- Kerberos

- AAA Tools

- EAP

- 802.1x

Section E: Wireless

- Understanding 802.11

- 802.11 Standards

- Wireless Settings

- ESSID

- Joining a Wireless Network
- Wireless Security

- WEP

- 802.11i

- AES Encryption

- WPA

- Recommended Wireless Security

Section F: Implementing Wireless
- Wireless Access Points

- Access Point Antennas

- Wireless Issues

Section G: Advanced Networking
Devices

- Introduction

- Peer-to-Peer

- Multilayer Switch

- Content Switch

- Bandwidth Shaper

- Proxy Server

- VLANSs

- Creating a VLAN

- Assigning VLAN Ports
- Route and Trunking

- Dynamic VLAN

- VPNs and Tunnels

- VPN Tunnel Standards
- Connecting VPNs

Session 5

Section A: IPv6

- IPv6 Defined

- IPv6 Addresses

- Link Local Address

- Getting an IPv6 Address
- Configuring IPv6

- IPv6 Tunneling

- Using IPv6

Section B: Remote Connections
- Connectivity History
- Circuit Switching

- Analog to Digital
-DSO

- Digital Cabling

- Testing T1s

- T-Carriers

- SONET

- Packet Switching

- MPLS

Section C: The Last Mile
- The Last Mile

- POTS/PSTN

- Central Office

- Digital to Analog to Digital
- ISDN

- DSL

- DSL Types

- PPPoOE

- Cable Modem

- DOCSIS

- Satellite

- Wireless

Section D: Remote Access
- Taking Control

- Remote Access Options
-RRAS

-VNC

- Remote Desktop

- Best Practices

Section E: Network Optimization
- Network Optimization Overview

- Bonding
- Traffic Shapping
- QoS

Section F: Physical Network
Protection

- Security Considerations

- Physical Security

- Theft

- Power

-HVAC

- Fire

- Hardward Failure

Section G: Maintaining Network

Integrity

- Antivirus/Malware

- DoS Attacks

- Man-in-the-Middle
- Rogue Access Points
- Phishing

- Protection Checklist
- Baselines

- Patches/Updates

- Configurations

- Regulations

Section H: The Art of Network
Support
- Nine Step Process

Section I: Lab 1: LAN Issues
- Misconfigurations

- NIC Configurations

- Speed/Duplex Issues

- IP Address Issues

- Dynamic vs. Static IP/DNS
- VLAN Issues

- Angry IP Scanner

- Port Monitoring
- Impedance Mismatch
- Logs

Section J: Lab 2: WAN Issues
- Escalatory Problems

- Switching Loops

- Routing Loops

- Broadcast Storms

- Proxy ARP

- IDS Signature Identification

Section K: Lab 3: Wireless Issues
- Interface

- ESSID Mismatch

- Incorrect Encryption

- Incorrect Channel

- Incorrect Frequency
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